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ABSTRACT
Biometric Identification is an evergreen system in the field of security. This system is used for ensuring security by
providing personal identification. Biometric identification system provides an automated identification of the individual
based upon their physiological or behavioral characteristics. In biometric identification Finger Print andIris Recognition
plays a vital role. This system is used in government sectors to identify the person as well as to for information
security. Though there are no of biometric authentication, intruders still try to break the security and acquire the
information they want. Each biometric system poses its own limitations.This paper would brief you about the various
biometric features available and about the limitations of the biometric features.
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INTRODUCTION
Personal identification and authentication are the
important aspects of providing security. Initially
authentication of a person was done using
passwords, ID cards, swipe cards, etc.[1]. Later
biometric identification techniques started to play a
vital role in authenticating individuals. It became a
trended topic in the field of research from the 19th

century. Many researches are being conducted on
biometric features and on its techniques to provide a
better security.Biometric identification is classified on
the basis of physiological and behavioral features
[2]. It provides an automated authentication system
to recognize the individual based on the
physiological features such as fingerprints, DNA,
palm, face, iris, vein and retina or behavioral
features such as Handwriting, speech and signature
[3]. It was introduced to identify the criminals, but
nowadays it has been increasingly used in
authenticating the employee in their office or by the
government for authenticating the individual. Though
biometric authentication techniques assures more
accuracy over normal authentication techniques, still
many researchers are conducting research to enable
100% accuracy in recognition with a maximum
speed at low cost without causing harm to the
individuals [4]. Among all the biometric
authentication system iris recognition is said to be a
better authentication. Iris is an internal part of the
human eye which is developed even before the birth.
The iris pattern of the left is different from the pattern
of the right eye, hence a person will have two
different iris pattern [5]. This paper would give an
overview of various biometric techniques and the
methods for iris recognition.

Survey on Existing Biometric Technologies
Biometric technologies are classified based on the
individuals physiological, behavior characteristic.
Physiological behavior deals with the parts possessed
by the individual such as finger print, iris pattern,
DNA etc. The behavioral characteristic deals with the
behavior of the individual such as signature,
password, keystroke etc.
Face Recognition Technology
It is a most casual biometric technique which is used
to identify the person automatically from a digital
video or image [8]. The person need not be present
at the time of scanning, the face of the person can
be got from a photograph or from a video frame.
Various technology has been used for facial
recognition, facial recognition uses metrics such as
edge of face, position of eye, nose, mouth and
distance between these features. The scanned face
will be saved in a template, these images will have a
greater file size which is then processed to be saved
in a file [9].  This system is mainly used in crime
cases and shopping mall to identify the intruders and
criminals. The disadvantage of this system is that it
can be easily spoofed [7].

Finger Print Technology
Finger print is a unique physiological characteristic of
an individual where all the fingers have their own
pattern. These patterns becomes prominent
according to the age. Finger prints have solid
structure which helps us in classifying them. Dr.
Nehemiah Grew in 1684 proposed that hand and
feet prints both have an own ridges, furrows and
pores. Professor Johannesh proposed a system for
classifying finger print. Sir Galton proposed finger
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print can be used for identifying the individual [6].  It
has become a common biometric technologyin
various places such as banks, government and
private offices, etc. for recognizing a person due to
its uniqueness. This technology has its own
disadvantage, it can be easily satirized, other

problems are if there is a wound or allergy in the
finger or if the finger is wet or filled with dust in such
cases it would be difficult to scan the finger pattern
and identify the person [7].

Figure 1: Types of Biometric Techniques

Hand Geometry Technology
It’s a method of detecting an individual by their
geometry such as shape, thickness, length, width,
etc. Each individual will have a different geometric
representation for their hand and finger [10].Hand
geometric system requires less file size and aging
doesn’t affect this system like face recognition [11]. A
special optical scanner is used to read the image of
the hand, the shape of the hand is got by scanning it
both vertically and horizontally using sensors. These
sensors sends signals which might be in video
format, it’s then processed and digitalized [12].

Retina Geometry Technology
This system works by identifying the configuration of
blood vessel pattern of the retina [13]. The infrared
energy from the scanner system is absorbed by the
blood vessel of the retina faster which enables it to
give a clear pattern of the vessels. This system is used
in place where high security is needed [14]. As the
retina is the inner most part it would be difficult to
spoof. The disadvantage of this system is that the
person has to sit still for a long time which creates
discomfort. A small moment would cause the
processed to be repeated again, hence error rate
would be more in this system [15].

Speaker Recognition Technique
This system uses the vocal characteristic which
produce speech for the identification. This system

doesn’t focus much on the sound or the
pronunciation. The vocal characteristic relies on the
factors such as vocal tract, nasal cavities and various
other speech producing mechanism of the person
[16].The disadvantage of this system is that the
background voice disturbance would reduce the
accuracy of the system and error rate would also be
high [9]. Another disadvantage is that voice changes
according to the age [4].

Signature Verification Technique
Signature verification is the most common
authentication technique used for past decades.
Signatures verification is classified into two types
online and offline. The metrics used for this
technique are signature shape, the pressure put in
the signature, number of strokes etc. [17]. The
disadvantage in this technique is that the digital
signature would have slight variation when
compared with the original [4]. Another problem in
this system is that the person doesn’t put the
signature in the same way always, so this the
verification system works on the dynamic of the
signature instead of comparing it with the user’s true
signature. Due to this there can be more number of
errors and forgery [9].

IRIS Recognition Technique
Iris recognition is the most reliable technique as the
iris pattern is formed even before the birth and it
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doesn’t change. The iris pattern of the left eye is
different from the iris pattern of the right eye [18].
The iris is scanned and then it’s segmented, then
small portion of the segmented image is selected
and converted into code and stored in the database.
This enable the system to have a small file size. Later
this code is used for matching. No two person can
have the same iris colour or pattern even if they are
twins [9]. This system gives a high level security and
accuracy but still this system can be fooled by using
lens. Chances of error is more if a person is wearing
lens during the scanning process. This disadvantage
can be overcome by using the metrics thickness near
the edge.

Palmprint Recognition Technology
This is just like the extended version of finger print
recognition technology, where the whole palm is
scanned instead of the finger. The disadvantage of
this system is its file size. To store a normalized
image of Palmprint the database would need double
the size of the file used for finger print recognition
technology [9].

DNA Recognition Technology
This is another common authentication technique
which is widely used in the field of medicines and
hospitals. This system works by extracting the DNA
strands from the blood. It is mostly used for
identifying the criminals enrolled in criminal cases
[19]. It cannot be used for personal authentication
system, as the same DNA pattern can be shared by
more than one person of the same family or from
same gene.

Open Challenges
Biometric has become an important part in
authentication system. A failure or error in this system
will post a big threat to the society and to individual.
As biometric authentication is now necessary part in
all the process such as ID card, Govt. proof, Banking
etc., individuals can’t compromise on the accuracy of
the system. At present various levels of threats are
posted on each biometric system.

The acquired data that is the scanned image might
be noisy, filled with unwanted data. The scanned
finger might have scar or a poor illumination of
retina blood vessel, face, etc., might cause error and
miss match with the data in the database [4].
The data attained from the person might vary from
the data stored in the database (which is got during
the development of the system). For example the
stroke of the normal signature might vary from the
stroke of the digital signature [4].
The biometric data is supposed to be distinct and
unique to identify the individual but still it can be
shared two person. DNA is used to identify an
individual but it can be same for a twin or for people
in the same family [4].

The system might fail to store the
biometricinformation of an individual, due to excess
light the blood vessels of retina won’t be captured
properly, failure to identify the edges of face, failure
to identify the ridges of the finger, wearing contact-
lens while scanning [4].
The data are spoofed. The skit of the data which is
already stored in the database are used to forge the
system. For data such as iris, finger print, and palm
print this type attack is being done [4].
Spoofing of biometric data is getting familiar, as iris
and finger print are used more for individual
authentication in private sectors and government
sectors spoofing is gaining more attention.Moreover
contact lens have become a normal part of the life,
which has become difficult to recognize the iris
pattern. The system should be able to recognize the
fake data ( differentiate the normal iris and fake iris)
and reject it.

Discussion
Biometric authentication system has been in use for
several decades and many new techniques keep on
emerging. This paper discusses about certain
commonly used and familiar biometric recognition
systems and its limitations, to overcome these
limitations we can use a multimodal biometric system
such as finger print and iris or retina and iris etc., but
still these system can be spoofed. To overcome
spoofing the anti-spoofing technique can be used.
Anti-spoofing technique can be done in two levels a)
hardware- based or sensor level b) software-based
or feature level. Hardware-based technique is used
to detect the fake data while scanning using special
sensor. Software-based technique is used to detect
the fake data after the data attained [20].

Conclusion
This paper presents an overview of various biometric
authentication systems available. It helps in gaining
knowledge on the advantages and disadvantages of
each system. It also gives an overview on the
limitation of biometric system. Spoofing of biometric
traits is growing and gaining more attention.We
would like to concentrate more on iris recognition
system where no of challenges are put forward such
contact-lens and skit of the iris pattern. Therefore we
have planned to carry out the research on Iris anti-
spoofing.
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